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CZ:
Motivace

Rozkladani a skladani tajemstvi je systém, pomoci kterého je mozné informaci (¢islo, dale jen
Htajemstvi® S) , rozlozit* (,,split™) na vice ¢asti, ptiCemz pouze néjaka podmnozina (mozno i
vSechny Casti na které bylo tajemstvi rozlozeno, zalezi na konfiguraci systému - ,,threshold* T -
Cesky se pfidrzim oznaceni podmnozina) umoziuje ,,slozit* (,,reconstruct®) tyto ¢asti zpét a ziskat

tak piivodni tajemstvi.

Lze si predstavit, ze ma odesilatel vyuzivajici tento systém A riiznych pfipojeni k siti, pfi¢emz vi, ze
B jich je odposlouchavanych (n¢ktera tedy nejsou, odesilatel nevi ktera, v praxi se stanovi ¢islo B
podle pravdépodobnosti z ¢isla A). Odesilatel rozlozi tajemstvi na A ¢asti s tim, Ze pouze
podmnozina (B+1) ¢asti slozi zpét plivodni tajemstvi. Takto rozlozené ¢asti posle t€émito
piipojenimi adresatovi a ten slozi zpét tajemstvi. B a méné ¢asti neumoziuje ziskat tajemstvi
zadnym zpasobem. V implementaci na https://github.com/cenekSvoboda/SSRI bylo zvoleno A=5 a
B=2.

Matematika

Systém vyuziva Lagrangeovu interpolaci. Tajemstvi je y-ova soufadnice bodu na kiivce dané
polynomem s x-ovou soufadnici x=0, coZ zjednodusuje interpolaci.

Systém rozkladani

Kromé vstupu do systému (tajemstvi) byly do implementace rozkladani pridany dvé numerické
konstanty a jedna boolean konstanta:

coefRangel — konstanta urcujici maximalni x-ovou vzdalenost bodu na kiivce od x=0
coefRange2 — konstanta urcujici maximalni koeficient u proménné x urcitého fadu polynomu
enableHighDistance — je-li tato konstanta nastavena na pravdivou hodnotu, systém do polynomu
vklada x-ové soufadnice vzdalené od x=0 minimalné o coefRangel/2.

Polynom je tedy v nésledujicim tvaru:

y=S+ax +ax’+ ... +ax?

Systém v prvnim cyklu ndhodné stanovi v§em ¢astem vSechny x-ové soufadnice (podle coefRangel
a enableHighDistance).

Ve druhém cyklu stanovi ndhodné koeficienty a; az a, (podle coefRange?2).

Ve tfetim cyklu vypocita y-ové hodnoty ¢asti podle vyse uvedeného polynomu.

Vystupem je dvojrozmérné pole ve tvaru [[Xo,Yol,[X1,¥1],-...[Xa-1,¥a1]] (pouzita JSON notace).

ZjednodusSeni interpolace
Hledame y=S, kde x=0.

0—x, O0-—x, 0—x, O0—x,
y=yX X X..+py X X X+
Xo—X1 Xo— X3 X=Xy X;7X3

Systém skladani
Vstupem do systému je dvojrozmérné pole ze systému rozkladani, resp. jeho ¢ast [[Xo,yol,[X1,¥1]5---»
[xB,ys]], pfi¢emz nezélezi na potadi.
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V implementaci jsou dvakrat dva vnotfené cykly.

V prvnim vnotfeném cyklu je pomocné pole lagrangeFreeCoef naplnéno sou¢inem x-ovych
soufadnic s tim, Ze vnitini cyklus vynechava nasobeni pii shodném indexu s vné&j$im cyklem.
Nésobeni neni realizovano se zapornou hodnotou, na systém to nema vliv; zda je vysledek opacnym
¢islem se urci az na zavér systému skladani.

Ve druhém vnoteném cyklu jsou prvky pomocného pole déleny rozdily dle vzorce z kapitoly
»Zjednoduseni interpolace s obdobnym vynechavanim jako v prvnim vnofeném cyklu.

Ve tietim cyklu je pomocné pole lagrangeFreeCoef nasobeno y-ovymi souradnicemi a secteno. Tim
ziskame vysledné tajemstvi.

Implementace

Systém je naimplementovan v programovacim jazyce JavaScript (ECMAScript), takZze proménné
jsou typu ,,double precision floating point numbers, following the international IEEE 754 standard
(64bit). Algoritmy provadéji nasobeni a déleni, béhem kterého mize dojit k vyznamné ztraté
pfesnosti proménnych (proménna za¢ne byt v exponencialnim tvaru), takze byl navrzen utok
hrubou silou na cely systém béhem rozkladani. Systém se pokusi ndahodné vygenerovat vSechny
¢asti a nasledné se je pokusi slozit. Pokud dojde pfi skladani (které je neoddélitelnou soucasti
rozkladani) v n¢které proménné ke zméné na jinou, nez 52bitovou reprezentaci Cisla (Cislo
vyznamné ztrati presnost), systém nevrati ptivodni tajemstvi. Systém tedy navrhne nové ¢asti, které
se pokusi znovu slozit. To se opakuje dokud vSechny permutace vSech kombinaci ¢ésti nevraceji
puvodni tajemstvi. Systém tedy nevyzaduje, aby byly ¢asti v néjakém potadi. Systém umoziuje
pouziti zaporného ¢isla jako tajemstvi a také mlize zaporné soufadnice vygenerovat.

Béhem implementace bylo experimentalné zjisténo, Ze systém miize vracet tajemstvi s malou
nepiesnosti. OSetfeno zaokrouhlovanim.

Pravo
Pouzita interpolace byla vynalezena pted vice jak 70-ti lety, takZze matematické formule patii mezi

dila v ,,public domain®. Cely implementovany systém je tak rovnéz darovéan do ,,public domain®.
Tento dokument do ,,public domain‘ neni darovan.



EN:
Motivation

Secret splitting and reconstruction is a system, that allows the user to ,,split* information (number,
secret S) into more pieces, where only threshold T pieces allows to ,,reconstruct those pieces back
and get the original secret.

It's possible to imagine, that sender using this system has A different connections to network, where
she/he knows, that B of them are spied (some of them are not, B could be determined using
probability from A). Sender splits the secret to A pieces. Only B+1 pieces allow receiver to
reconstruct the original secret. A=5 and B=2 were chosen in implementation on
https://github.com/cenekSvoboda/SSRI.

Mathematics

System uses Lagrange's interpolation. Secret is the y coordinate of point on curve given by
polynomial with x coordinate x=0. This simplifies interpolation.

Splitting system
Aside from the input to the system (secret), two numeric constants and one boolean constant were
added to implementation:

coefRangel — constant determining maximal x distance of point on curve from x=0
coefRange2 — constant determining maximal coeficient multiplying variable x of some order in
polynomial

enableHighDistance — if this constant is set to true, system puts into polynomial x coordinates
distant from x=0 at least to coefRange1/2

Polynomial is in this form:

y=S+ax +ax’+ ... +ax?

System in first cycle sets random x coordinates to all pieces (based on coefRangel and
enableHighDistance).

In second cycle it sets random coeficients a, to a, (based on coefRange?2).

In third cycle it calculates y coordinates of pieces based on the polynomial above.

The output is two dimensional array in form [[Xo,Yo],[X1,Y1],--.,[Xa-1,¥a-1]] (used JSON notation).

Simplifying interpolation
We seek y=S, where x=0.

0—x, O0-—x, 0—x, O0—x,
y=y,X X X..+py X X X+
Xo—X1 Xo— X3 X=Xy X;7X3

Reconstruction system
Input to the system is two dimensional array from splitting system, or its part [[Xo,Yo],[X1,¥1]s---
[xs,ys]], order doesn't matter.
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In implementation, there are two nested cycles.

In first nested cycle the support array lagrangeFreeCoef is filled with multiplication of x
cooridnates. Inner cycle doesn't multiply on equal index with outer cycle. Multiplication is not
realised with negative value, doesn't matter for the system; if the output is additive inverse is
determined at the end of reconstruction system.

In second nested cycle the support array lagrangeFreeCoef elements are divided by differences from
the chapter ,,Simplyfying interpolation®, the division doesn't happen on equal index of inner and
outer cycle.

In third cycle the support array lagrangeFreeCoef is multiplied by y coordinates and added together.
We get the original secret.

Implementation

System is implemented in programming language JavaScript (ECMAScript), so the variables are
“double precision floating point numbers, following the international IEEE 754 standard” (64bit).
Algorithms do multiplication and division, during which the precision may be lost significantly (the
variable gets into exponential form). That's the reason why bruteforce attack was implemented on
the whole system during splitting. System tries to generate all pieces and it tries to reconstruct them.
If in any element anywhere in any array the element gets into other than 52bit representation of the
number (the number significantly loses precision), reconstruction system doesn't return original
secret. System makes new pieces and tries to reconstruct them again. This happens as long as all
permutations of all combinations of pieces don't return the original secret. System doesn't require
pieces to be in any order. Negative numbers are allowed in all parts of the system.

During implementation it was experimentally verified, that the system may return the original secret
with little loss of precision. This was taken in consideration and rounding was implemented.

Law
Used interpolation was created more than 70 years ago, so the formulas belong to public domain.

Therefore the whole implemented system (code) was given to public domain. This document is not
in public domain.
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